OPH-PHIN-FILE TRANSFER SERVER:
SFTP CLIENT INSTRUCTIONS

This documentation is used for authorized users to connect to Louisiana Office of Public
Health’s PHIN SFTP server.

As of the date of this documentation we are only supporting the SFTP client: WINSCP 3.7.6. It can
be downloaded from various sites; the following client software is only a recommendation from
OPH-MIS department. You may use any FTP client that supports SSH2 at your option.

STEP 1: DOWNLOADING and INSTALLING SFTP SOFTWARE

You can obtain the i386, 32-bit Windows, 3.7.6 version at the following URL.:
http://easynews.dl.sourceforge.net/sourceforge/winscp/winscp376setup.exe

When the below dialog appears, CLICK “RUN”
File Download - Security Waming |

Do you want to run or save this file?

E MName: winscp376setup exe
Type: Application, 1.60 MB

From: easynews.dl sourceforge net

Bun Save

While files fram the Intemet can be useful, this file type can
o potentially ham your computer. f you do not trust the source, do not
run or save this software. What's the rigk?
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The below screen will appear
647% of winscp3/bsetup_exe Completed

| e [N et e

When the below dialog appears, CLICK “RUN”

Intemet Explorer - Security Waming
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When the below dialog appears, CLICK “NEXT”
12! Setup - WinSCP3 =]

Welcome to the WinSCP3 Setup
Wizard
This will install WinSCP 3.7.6 on your computer.

It is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Help

When the below dialog appears, CLICK “NEXT”
! Setup - WinSCP3

License Agreement

Flease read the following important information before continuing.

—_—_—————
this License, whose pemissions for other licensees exdend to the ;I
entire whole, and thus to each and every part regardless of who wrote it

Thus, it is not the intert of this section to claim rights or contest

your rights to worlc written entirely by vau; rather, the intent is to

exercise the right to cortrol the distibution of dedvative ar
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (ar with a work based an the Program) on a volume of
a storage or distribution medium does not bring the other worc under

the scope of this License.

3. You may copy and distribute the Program jor 3 work based an it.
under Section 2)in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following: _I

Help < Back Next > Cancel |
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Next you will choose your installation location. (Default is C:\Program Files\WinSCP3)
Once you have selected you appropriate installation directory CLICK “Next >”
{8 Setup - WinSCP3 ==l

Select Destination Location
Where should Win5SCP3 be installed?

J Setup will install Win5CP3 into the following folder.

To continue, click Mext. I you would like to select a different folder, click Browse.

- \Program Fles'WinSCP3 Browse... |

At least 4.6 MB of free disk space is required.

Help < Back Meast = Cancel

When the below dialog appears, keep the default settings and CLICK “NEXT”
@sew-WnscP3 —_— mmEK|

Select Components

Which components should be installed?

Select the companents you want to install; clear the components you do not want to
install. Click Mext when you are ready to continue.

Full installation (recommended)

WinSCP application 40 MB
Drag & drop shell extension (@lows direct downloads, may require restat) 0.1 MB
Pageant {(S5H authentication agent) 0.7 MB
PuTTYgen (key generatar) 0.8 MB

Cument selection requires at least 5.5 MB of disk space.

Help < Back Mest = Cancel
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Then you will choose your Start Menu Folder (Default is WinSCP3—desired)
Once you have chosen your desired Folder CLICK “Next >”

5 Setup - WinSCP3 ==l

Select Start Menu Folder
‘Where should Setup place the program’s shortcuts?

Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Mext. I you would like to select a different folder, click Browse.

WinSCP3 Browse .. |

[T Dont create a Start Menu folder

Help < Back Next > Cancel |

When the below dialog appears, keep the default settings and CLICK “NEXT”

5 Setup - WinSCP3 o 3

Select Additional Tasks
Which additional tasks should be peformed?

Select the additional tasks you would like Setup to peform while installing WinSCP3,
then click Mext.

¥ Enable automatic check for application updates (recommended)
¥ Create a deshktop icon

> = Forthe cument user only
. For all users
[T Create a Quick Launch icon
W Add upload shortcut to Explorers 'Send to” context menu
¥ Fegisterto handle scp:// and sfip:// addresses
[T Add installation directory to search path (PATHY%)

Hi < Back Mext = Cancel
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When the below dialog appears, keep the default settings and CLICK “NEXT”
@ Setwp-WinsCP3 —___ MEEE|
Initial user settings
Flease, select your prefemed user inteface options.

User interface style
¥ Norton Commander interface:

-two panels {eft for local directory, right for remote directory)

- keybaoard shortcuts like in Morton Commander (and other similar programs as Total
Commander, Midnight Commander...)

- drag & drop to/from both panels

" Explorerdike interface

- only remote directony
- keyboard shortcuts like in Windows Explorer
-drag & drop

Additional options
[T Show advanced login options

Help < Back Nexdt > Cancel |

When the below dialog appears, keep the default settings and CLICK “INSTALL”
@Setwp-WinsCP3_____ MEE]|

Ready to Install
Setup is now ready to begin installing WinSCP 3 on your compiter.

Click Install to cortinue with the installation, or click Back i you want to review or
change any settings.

Destination location: -
C:\Program Files"WinSCP3

Setup type:
Full installation {recommended)

Selected components:
WinSCP application
Drag & drop shell extension (@lows direct downloads, may require restar)
Pageant (S5H authentication agent)
PuTTYgen (key generatar)

Start Menu folder:

Help < Back
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When the below dialog appears, keep the default settings and CLICK “FINISH”
2 Setup - WinSCP3 o

Completing the WinSCP3 Setup
Wizard

Setup has finished installing WinSCP3 on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exdt Setup.
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STEP 2: CONFIGURATION

WinSCP Login 2|

= Sgssjun —Session
. Stored sessions Host name Port number
El Environment I IZ2

i i Directories

== |
== |

i User name Password
i Preferences I

Private ey file

| -

—Protocol
I SFTP % SFTP (allow SCF falback) I SCP

[T Advanced options

About. .. Languages Save... [Lagim Help

On the above screen, enter:

HOST NAME: 204.58.123.221

USER NAME: <your username assigned by OPH>
PASSWORD: <your password assigned by OPH>

PRIVATE KEY FILE: Leave BLANK

PROTOCOL: LEAVE DEFAULT (SFTP (allow SCP fallback))

CLICK “SAVE”

When the below dialog appears, CLICK “OK”
Waming E3 |
"j You are about to store session with filled password.
~ Saved passwords are stored in @ manner that they can easily be recovered. |t is not possible to securely encrypt passwords in a way
that still allows for automatic use. Do not use the save password feature if you are not absolutely sure of the physical and electronic
security of the system on which you are storing passwords.
i you do not save passward along with other session options, you wil be prompted for it ance you attempt to open the stored session.

Save the password amyway 7

Cancel Help
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When the below dialog appears, keep the default settings and CLICK “OK”

Save session as:
|usemame @204 58.123 221 |
oK Cancel | Hep |

STEP 3: UPLOADING DATA

When the below dialog appears, keep the default settings and CLICK “LOGIN”
(Please verify that <username@204.58.123.221 is highlighted)

WinSCP Login |
=) Session usemame@&204.58.123.221 New
- - Stored sessions
El- Environment Load
i i Directories
- 55H
i Preferences
Set defaults
Shell icon...
: Toals...
[T Advanced options
About... | Languages | Have.. | Login | Help
When the below dialog appears, CLICK “YES”
Waming |

"'-, The servers host key was not found in the cache. You have no guarantee that the server is the computer you think: it is.
*

The server's dss key fingerprint is:
gsh-dss 1024 bb:0c:c3:88:c3:02:21:59:8d:3 - 35:55: 1e:5a:2def

if you trust this haost, press Yes. To connect without adding host key to the cache, press Mo. To abandon the connection press Cancel.

Continue connecting and add host key to the cache?

HNo Cancel Help
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When the below dialog appears, CLICK “CLOSE”

Authentication Banner - usemame@&@204 58 123 221
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The below is your WINSCP Interface

g DELL - usemame&204.58.123.221 - WinSCP

Local Mark Fles Commands Session Options Hemote Help

0D mBe|mB|s 7 Do -8 G-

% C:localDisk |F] 54 - = - E] B & 2] | =4 B 3 / <root> Tlie-= -GGG 2 |E

Name | :S_i___ze | Type | Changed | P«_t"l'r | Name | Size | Changed | Rights | Qwner |
% Parent directory 414/2003 ... i [CShincoming 8/24/2005 5:28:...  —=x—o user
) IMAGES File Folder 4142003 .. [Shoutgoing 8/23/2005 5:05.... —=— user
FaTariexe 28672 Application 5/3/2002 8.. a
COO.MIF 0 MIFFile 4/14/2003 .. a
ﬁéj DELLBUTN.HTM 1,204 HTML Document  9/2/2002 2.. a
& DELLCIRC.ICO 26,694 lcon 9/3/2002 8.. a
[FloosxPrRES EXE 13,043 Application 77141999 .. a
[*] EDESKTOP BMP 308278 Bitmap Image 6/10/1996 .. a
[*) EPORTABLEMP 308278 Bitmap Image 8/6/1998 5.. a

=] EWTRMRKGIF 145480 GIF Image 9/3/2002 8.. a
@ EXPRESS EXE 79,024  Application 8/25/1999 .. a

% EXPRESS INI 1,863 Corfiguration Se... 4/14/2003 .. a
(=) P_ESCG DAT 38,912 DAT File 73171996 .. a
FIREARREXE 4128 Application IN2/2002 .. a

¥ soL_cenTurG 7.857 JPEG Image 9/3/2002 8.. a
(7] SYSINFO.DAT 35 DATFie 4/14/2003 .. a
@USBSEI{B.REG 132 Registration Entri... 4/14/2003 .. a

[%] vBRUNZ00.DLL 358416 Application Bde...  7/11/19%5 .. a
0Bof 1334 KBin Oof 17 OBof0Bin Dof2

& F2Rename [ F4 Edit F5Copy i F& Move [ F7 Create Directory X F8 Delste F3 Properties WL F10 Quit

369 B 154 B 2 @ 2 blowfish SFTP (v3) 0:05:58 2

DOUBLE CLICK the incoming folder on the right side of the WINSCP Interface
Browse the left side of the WINSCP Interface for the file that needs to be uploaded

Drag the desired file from the left side of the WINSCP Interface to the right side of the WINSCP
Interface

When the below dialog appears, keep the default settings and CLICK “COPY”
Copy HE|
Copy file 'EDESKTOP.EMP"to remote directony

JIncoming.. j

[T Transfer on background fadd to transfer queus)

Presets. . More =» Copy Cancel Help
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The below status screen will appear while the file is uploading and will close automatically when

the upload has completed.
0% Copying

;jh;

Minimize |

File: CADELLAEDESKTOP BMP

Target: fincomings’

|

Transfer mode: Binany Resume: Enabled
Time: left: 0:00:00 Time elapsed: 0:00:00
Byvtes transfemead: 0B CP5: 0B

[T Disconnect when operation finishes

Speed
! )

5% 100%

After the upload, the file should appear on the right side of your WINSCP Interface screen

Tz DELL - usemame&204 58 123 221 - WinSCP

Local Mark Files Commands Session

& H 2 -

age C: Local Disk <

QOptions Remote Help
BE(m S|
R e e [ T M=o

Default

Name | Size | Type | Changed | Attr |

- G-

I3 incoming ad [ER IR IR = N i N | EEII:E

MName | Size | Changed | Rights | Qwner |

[%1 EDESKTOP BMP 308278 8/24/20055:47..  w-nw-w- user

.. Parent dirsctory 4/14/2003 ...

I IMAGES File Folder 4/14/2003 ..

E}-‘\TF\PLEXE 28,672 Application 9/3/2002 8.. a
COO.MlF 0 MIF File 41452003 .. a
éj DELLBUTN.HTM 1204 HTML Document  9/3/2002 2.. a
% DELLCIRC.ICO 26,694 lcon 9/3/2002 8.. a
Floos«PrRES EXE 13.043  Application 7A41959 .. a
SEEDESKTOP.EMP 308,278 Bitmap Image 6/10/1996 .. a
S EPORTABL.EMP 308278 Bitmap Image 8/6/1558 5.. a
I:] E-WTRMRK.GIF 145480 GIF Image 5/3/2002 8.. a
@ EXPRESS.EXE 75,024  Application 8/25/15589 .. a
:'} EXPRESS.INI 1,863 Corfiguration Se... 4/14/2003 .. a
G‘ﬂ P_ESCG.DAT 38,912 DATFile /31559 .. a
E REARR.EXE 4128 Application 3IN22002 .. a
ﬂ_‘] SOL_CENT.JPG 7.857 JPEG Image 5/3/2002 8.. a
Gﬂ SYSINFO.DAT 35 DATFie 41472003 .. a
@USBS3KB.HEG 132 Registration Ertri... 4/14/2003 .. a
QVBRUNSDD.DLL 398,416 Application BEde... 7/11/19%5 .. a

0Bof 1334 KBin Dof 17

0Bof 301 KBin Dof 1

A" F2Rename | i F4Edt 23 F5Copy .3 FE Move [ F7 Create Directory 3¢ F8Delste (4 F9 Properties W1 F10 Quit

46428 1,209 KB

2 @ S blowfish

SFTP (v3)

0:15:27

To exit the application, CLICK “X”
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